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Sectionl: History & Overview
Security Operation Center e
SIEM e
Incident Management e

Section 2: What is SOC?
Modules e
Process e

Technology
People
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Network Monitoring e
Log Management e
Incident Response e
Automated Actions e

Section 3: Processes and Procedures in SOC
Analytical Process e
Intrusion Analysis Process e
Training Process e
Subtle Event Process e
Operational Process e
Event Management Process e
Daily Operation Process e
Reporting Process e
Technologic Process e
Design Process e
Configuration Management Process e
System Administration Process e
Business Process e
Metric Process e
Process Improvement Process e
Business Continuously Process e

Section 4: Technologies
SIEM e
Data Gathering and Mechanisms e
Log Management and Log Types e
Correlation Engine e
FIM/SCM e
Antiviruses e
IPS/IDS e
Patch Management e
DLP e

Section 5: Peoples
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Operators Levels o
Job Titles e

Section 6: Lab (Splunk ES)
Event Gathering e
Log Analysis e
Dashboards and Reports e




